splunk

.conf 2010

Splunk Worldwide Users’ Conference

The Palace Hotel, San Francisco, CA
August 9-11, 2010

Sandia
National
Laboratories



splun

Sandia
Jon Stearley @ Nationa jrstear@sandia.gov

Laboratories

R Con'F 201 O Splunk Worldwide Users’ Conference™ © Copyright Splunk 2010




Enriching your data with Lookups and more

SUMMARY:

Lookups, subsearches, macros, and field-actions are awesome!

Here's how you do it...

CHARACTERS:

Kaa N and Bart
the cable the user
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(a) Swing A: X Dimension Pattern A — Full Black Connectivity
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(b) Swing B: X Dimension Pattern B — 50/50 Split
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(c) Swing C: X Dimension Pattern C — 1/6 to 5/6 Split
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(d) Swing D: X Dimension Pattern D — 5/6 to 1/6 Split
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host2

host2300

Lookups: host1 network problem

ibwarn: [17841] mad_rpc: _do_madrpc failed; dport (DR path slid 0; dlid 0; 0,1,4,4,1,28,10,20)
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Lookups: host1 network problem

ibwarn: [17841] mad_rpc: _do_madrpc failed; dport (DR path slid 0; dlid 0; 0,1,4,4,1,28,10,20)
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Configuring a lookup

ibwarn: [17841] mad_rpc: _do_madrpc failed; dport (DR path slid 0; dlid 0; 0,1,4,4,1,28,10,20)

vJStep #1: Create lookup file
splunk/etc/system/lookups/ib.csv

route, dest # dest is short for destination
”0,1,4,4,1,28,10,20",host2
"0,1,7,7,1,28,7,36",c2-neml-b
"0,1,7,7,1,28,7,1,25",0ss-scratch24

vJStep #2 : Edit transforms.conf ] ‘ vJStep #3 : Edit props.conf
[ib] [ib] |
fllepame = Ab.cEy EXTRACT-route = dlid \d; (?<route>[0-9,]1+)

lookup table = ib route OUTPUT dest

R COI’]‘F 20] O Splunk Worldwide Users’ Conference™
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DR path slid Last 7 days - "
EX
) 637 matching events &) save search 511 Build report
v Timeline: ) zoomin @ zoomout Scale: linear log 1 bar = 1 hour
60
30
P —_nttmlillll. th il
SatJul 10 SunJul 11 Mon Jul 12 Tue Jul 13 Wed Jul 14 Thu Jul 15 FriJul 16
2010
11 flelds | Pick fields | 637 events in the last 7 days (from 9:00:00 AM July 9 to 9:19:26 AM July 16, 2010)
Selected fields (4) B= f:‘"\ 2 3 4 5 6 7 8 9 10 next» | Optons.. Results perpage = 50 |
dest (34) dest (categorical) [ |
host (1) failed; dport (DR path slid @; dlid @; o,1,28,4,1,25)
dest is in 100% of results | Show only events with this field biog ~ admin2 ~
source (1) 'y.log
sourcetype (1) Report on: top values by time | top values overall ¢ failed; dport (DR path slid @; dlid @; e,1,28,4,1,25)
At ing fields (7 fylog ~ admin2 ~
er interesting fields
; g ) Top 10 dests
eventtype (1) c failed; dport (DR path slid @; dlid e; @,1,28,4,1,25)
Vali # % - i -
index (1) alue o fy.log admin2
| ol 15135 96 15071% [l
inecount (n) (1) S ahi P
11349 90 14.120% [l yfalled, dport (DR path slid @; dlid ©; ©,1,4,4,1,24)
punct (6) fylog ~ =rs135 ~
rs110 78 12.245% [
te (34
[uR G e ss s105% [l failed; dport (DR path slid o; dlid @; ©,1,28,4,1,25)
splunk_server (1) fylog ~ admin2 ~
rs116 47 7378% |
timestamp (1)
rs331 40 6279% [ c failed; dport (DR path slid @; dlid @; ©,1,4,4,1,24)
All 11 Fields i - v
: 201 38 5965% [ log e
admin2 28 361% § c failed; dport (DR path slid @; dlid @; e,1,28,4,1,25)
rs56 21 3207% | fylog ~ admin2 ~
1503 17 2.669% 5 . N
s A c failed; dport (DR path slid @; dlid @; ©,1,4,4,1,24)
P RVLRVV ) M “wvemy v | suurve=raunmuognoiavnioveniy.log v =rs135 ~
7/116/10 \x1B[1;31mBAD\x1B[@m: ibwarn: [20@75] mad_rpc: _do_madrpc failed; dport (DR path slid @; dlid @; @,1,28,4,1,25)
8:25:08.000 AM admin1 ~ ibverify ~ Jadminvlog/ibfabricverify.log ~ admin2 ~

Easy as Pie! And just as tasty!
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DR path slid Last 7 days al |
T
() 637 matching events &) save search |l Build report
~ Timeline: zoom in zoomout  Scale: | linear log 1 bar = 1 hour
60
30
P il th Ml
SatJul 10 SunJul 11 Mon Jul 12 Tue Jul 13 Wed Jul 14 Thu Jul 15 FriJul 16
2010

11 flelds | Pick fields 637 events in the last 7 days (from 9:00:00 AM July 9 to 9:19:26 AM July 16, 2010)

Selected fields (4) =4 B 2 3 4 85 6 T @& 9 10 next» | Options.
dest (34) dest (categorical)
host (1)
dest is in 100% of results | Show only events with this field
source (1)
sourcetype (1) Report on: top values by time top values overall

Other interesting fields (7)

Top 10 dests
eventtype (1)
index (1) Value g "
linecount (n) (1) sish 96 15.071% [
punct (6) rs1349 90 14.129% QN
SE Al rs110 78 12.245% 8

Or you could do it the old way:

Results perpage = 50 |
failed; dport (DR path slid @; dlid @; ©,1,28,4,1,25)
ilog ~ admin2 ~

c failed; dport (DR path slid @; dlid e; ©,1,28,4,1,25)
fylog ~ admin2 ~

c failed; dport (DR path slid ; dlid e; ©,1,28,4,1,25)

fylog ~ admin2 ~
failed; dport (DR path slid @; dlid @; ©,1,4,4,1,24)
fylog ~ rs135 «

$ tail -1000f /admin/log/infiniband errors | grok ibtrackerrors

path slid’
{print “$

R COI’]‘F 201 O Splunk Worldwide Users’ Conference -

| perl —me ‘{/dlid \d; ([0-9,1+)/; Scount{$1l}++;
Scount{$ }\n”} sort {$b<=>$a} keys %count;}’

END

| grep ‘DR
{map
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DR path slid

Last 7 days N > |

KX

(9 637 matching events

~ Timeline: €) zoomin @ zoom out
SatJul 10
2010

11 flelds | Pick fields

Selected fields (4)
dest (34)

host (1)

source (1)

sourcetype (1)

Other interesting fields (7)
eventtype (1)

index (1)

linecount (n) (1)

punct (6)

maita 124N

Or you could do it the old way...

&) save search |l Build report
Scale: = linear log 1 bar = 1 hour
60
30
il th Ml
SunJul 11 Mon Jul 12 Tue Jul 13 Wed Jul 14 Thu Jul 15 FriJul 16

637 events in the last 7 days (from 9:00:00 AM July 9 to 9:19:26 AM July 16, 2010)

= ) 2 3 4 5 6 7 8 9 10 next» | Options. Results perpage = 50 |
dest (categorical)
. . 3 < failed; dport (DR path slid @; dlid @; ©,1,28,4,1,25)
dest is in 100% of results | Show only events with this field fylog + admin2 ~
Report on: top values by time top values overall ¢ failed; dport (DR path slid @; dlid @; e,1,28,4,1,25)
fylog ~ admin2 ~
Top 10 dests
c failed; dport (DR path slid ; dlid e; ©,1,28,4,1,25)
Value # % fylog ~ admin2 ~
rs135 96 15071% [
11349 90 14.129% failed; dport (DR path slid @; dlid @; ©,1,4,4,1,24)
° . fylog ~ 1s135
rs110 78 12245% [

NOT!!!

So we know WHERE the problem is, let’s see the preceding five minutes of logs on that host...

. COI’]‘F 20] O Splunk Worldwide Users’ Conference .
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Using a Subsearch

ibwarn: [17841] mad_rpc: _do_madrpc failed; dport (DR path slid 0; dlid 0; 0,1,4,4,1,28,10,20)

~JStep #1: Construct new query from
search results “inner search”) Aha - Linux OOM’d!
| wonder who's process that is...?

DR path slid | eval
start= time-300 | eval end= time+l | eval
query = " time>” . start . " time<"
end . “host=" dest | fields + query |
query + search 3

format . .
( ( _time>1279291208 _time<1279291509 host=rs135) )

H o 14 =t
<JStep #2: Execute it  (“outer search”) ] B= BBz s+ 567 85 10 res | Opions.
7/15/10 Jul 15 10:46:07 rs135 Out of memory: Killed process 24400 (adapgk
[Search DR path slid | eval 10:46:07.000 AM el - sysiog. Ivarflog/messages ~
Start:_time_3oo | eval end:_time+l | eval 7115110 Jul 15 10:46:07 rs135 @ pages swap cached
query = " _time>" . start . " _time<" . # 10:46:07.000 AM rs135 ~ syslog ~ Ivarflog/messages ~
end . " " . dest| fields + query] 71510 Jul 15 10:46:07 rs135 74572 pages shared
10:46:07.000 AM rs135 ~ syslog ~ Mvarflog/messages ~
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Jobs on a Supercomputer

36 racks 96 hosts per rack 10's of applications
100’s of users
1000's of jobs, each involving

Always Black Always Red
Section 1 Section 2 Section 3 Section 4 1'1000’5 hOStS fOF 15'10,5 dayS
12 3456 7 8 910 1112 Job Gantt Chart

5000 Jobs on Sandia Natsoasl Laboratoses Cplany'Ross

——

L
B45E
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Jobs on a Supercomputer

Job = a certain set of hosts,
for a certain amount of time,
running a certain application,

for a certain user.

What job ran on which hosts, when?
Where are the corresponding logs?

Which user was running which application?
s the user a victim or a cause?

What patterns emerge?

. COﬂ'F ZO] O Splunk Worldwide Users’ Conference

10’s of applications

100’s of users

1000’s of jobs, each involving
1-1000’s hosts for 1s-10’s days

Job Gantt Chart
5000 Jobs oa Sandia Natoas! Laboratosies CplantyRoss
| [ ] |

——

Total
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2
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MPI Processes
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Time-dependent Lookups

7/15/10 Jul 15 18:46:87 rs135 Out of memory: Killed process 24428 (adagio_dp_opt_r).
10:46:07.000 AM =rs135 ~ =gyslog ~ | =/varflog/messages ~

vJStep #1: Include a time field in job.csv ]

time, job,user, host

2010-07-15 10:11:59,102138,bart,rsl135
2010-07-16 15:53:13,201259, fred, rs265
2010-07-16 15:55:25,201252,wilma, rsl135

2JStep #2 : Edit transforms.conf ] pStep #3 : Edit props.conf I
[Job] [syslog]

filename = job.csv lookup table = job host OUTPUT job user
time field = time

time format = %F ST

7/15/10 Jul 15 18:46:87 rs135 Out of memory: Killed process 24400 (adagi opt r).
@7.000AM @ =syslog ~ | =fvarflog/messages =102138 ~ =bart ~
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Chaining lookups

vJChain multiple lookups together

DR path slid |
| stats count by user

lookup ib route OUTPUT dest

4,740 events in the last 24 hours (from 1:00:00 PM July 25 to 1:42:12 PM July 26, 2010)

| = @

7126110
12:45:01.000 PM

7126110
12:35:02.000 PM

7126110
12:25:03.000 PM

7126110
12:15:01.000 PM

712610
11:55:01.000 AM

7126110
11:55:01.000 AM

7126110
11:55:01.000 AM
7126110

11:55:01.000 AM

7126110
11:55:01.000 AM
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\x1B[1;31mBAD\x1B[8m:

localhost ~

\x18[1;31mBAD\x1B[@m:

localhost ~

\x1B[1;31mBAD\x1B[@m:

localhost ~

\x1B[1;31mBAD\x1B[@m:

localhost ~

\x1B[1;31mBAD\x1B[@m:

localhost ~

\x1B[1;31mBAD\x1B[@m:

localhost ~

\x1B[1;31mBAD\x1B[@m:

localhost ~

\x1B[1;31mBAD\x1B[@m:

localhost ~

\x1B[1;31mBAD\x1B[@m:

localhost ~

8 9 10 next»

ibwarn: [27198] mad_rpc:

ibverify ~ 1

| Options.

_do_madrpc failed;

lookup

Ingredients ===app Table

dport (DR path slid @;

ibwarn: [19819] mad_rpc:

ibverify ~ n

_do_madrpc failed;

dport (DR path slid @;

ibwarn: [12526] mad_rpc:
n

ibverify ~

_do_madrpc failed;

dport (DR path slid @;

ibwarn: [4101] mad_rpc:
ibverity ~ 1

_do_madrpc failed;

dlid @; ©,1,1,28,4,1,28,18)

dlid o; ©,1,1,28,4,1,28,18)

dlid o; @,1,1,28,4,1,28,18)

dport (OR path slid ; dlid @; ©,1,1,28,4,1,28,18)

ibwarn: [21753] mad_rpc:

ibverify ~ L

_do_madrpc failed;

dport (DR path slid @;

ibwarn: [21753] mad_rpc:

ibverify ~ L

_do_madrpc failed;

dport (DR path slid @;

ibwarn: [21753] mad_rpc:

ibverify + L

_do_madrpc failed;

dport (DR path slid @;

ibwarn: [21753] mad_rpc:

ibverify ~ 1

_do_madrpc failed;

dport (DR path slid @;

ibwarn: [21753] mad_rpc:

ibverify ~ 1

_do_madrpc failed;

dport (DR path slid @;

dlid ©; ©,1,13,4,28,4,1,4,28,1,17)

dlid o; ©,1,10,7,28,7,1,7,28,1,17)

dlid e; ©,1,7,7,1,28,7,1,10,7,27)

dlid e; ©,1,7,7,1,28,7,1,10,7,17)

dlid @; ©,1,4,4,1,28,4,1,13,27)

user ¥

user93

user9s

user116

user99 usert16
count ~
4589
138
8
usersd
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Jobs on a Supercomputer

“JMeet sourcetype=moab

12:32:14 1279305134:3507555 job 700977 JOBCANCEL 16 128 Jrstear jrstear 1800 Removed [nw:1] 1279303299
1279303302 - - - >= oM >= oM - 1279303299 128 @ =s= =
FY103933 = = 0 0.00 slurm 1 oM 0M OM 1279303299 2140000000

rs56,rs56,rs56,rs56,rs56,rs56,rs56,rs56,rs57,rs57,rs57,rs57,rs57,rs57,rs57,rs57,rs58,rs58,rs58,rs58,rs58, rs58,rs58,rs58, rs
59,rs59,rs59,rs59,rs59,rs59,rs59,rs59,rs60,rs60,rs60,rs60,rs60,rs60,rs60,rs60,rs51,rs51,rs51,rs51,rs51,rs51,rs51,rs51,rs52
,rs52,rs52,rs52,rs52,rs52,rs52,rs52,rs53,rs53,rs53,rs53,rs53,rs53,rs53,rs53,rs54,rs54,rs54,rs54,rs54,rs54,rs54,rs54,rs103,
rsl103,rs103,rs103,rs103,rs103,rs103,rs103,rs105,rs105,rs105,rs105,rs105,rs105,rs105,rs105,rs106,rs106,rs106,rs106,rs106,rs
106,rs106,rs106,rs107,rs107,rs107,rs107,rs107,rs107,rs107,rs107,rs109,rs109,rs109,rs109,rs109,rs109,rs109,rs109,rs110,rsll
0,rs110,rs110,rs110,rs110,rs110,rs110,rs111,rs111,rs111,rs111,rs111,rs111,rs111,rs111 slurm - - [DEFAULT] - - 0.00 - - -
0,NAccessPolicy=SINGLEJOB - -

vJConfigure props.conf to set these fields: | <JCleanup nodes (multivalue) field

Job=700977 makemv delim=%,” nodes | mvexpand nodes |
user=jrstear dedup nodes

start=

end=

nodes=rsb56,rsb56,..rs57... .. ..rs54..rs106.. nodes={rs56,rs57,rs58,rs59,rs60,rs51,..rsl1ll}

. Con'F 201 O Splunk Worldwide Users’ Conference . © Copyright Splunk 2010




Writing a Macro

12:32:14 1279305134:3507555 job 700977 JOBCANCEL 16 128 Jrstear jrstear 1800 Removed [nw:1] 1279303299
1279303302 - - - >= oM >= oM - 1279303299 128 @ =s= =
FY103933 = = 0 0.00 slurm 1 oM 0M OM 1279303299 2140000000

rs56,rs56,rs56,rs56,rs56,rs56,rs56,rs56,rs57,rs57,rs57,rs57,rs57,rs57,rs57,rs57,rs58,rs58,rs58,rs58,rs58, rs58,rs58,rs58, rs
59,rs59,rs59,rs59,rs59,rs59,rs59,rs59,rs60,rs60,rs60,rs60,rs60,rs60,rs60,rs60,rs51,rs51,rs51,rs51,rs51,rs51,rs51,rs51,rs52
,rs52,rs52,rs52,rs52,rs52,rs52,rs52,rs53,rs53,rs53,rs53,rs53,rs53,rs53,rs53,rs54,rs54,rs54,rs54,rs54,rs54,rs54,rs54,rs103,
rsl103,rs103,rs103,rs103,rs103,rs103,rs103,rs105,rs105,rs105,rs105,rs105,rs105,rs105,rs105,rs106,rs106,rs106,rs106,rs106,rs
106,rs106,rs106,rs107,rs107,rs107,rs107,rs107,rs107,rs107,rs107,rs109,rs109,rs109,rs109,rs109,rs109,rs109,rs109,rs110,rsll
0,rs110,rs110,rs110,rs110,rs110,rs110,rs111,rs111,rs111,rs111,rs111,rs111,rs111,rs111 slurm - - [DEFAULT] - - 0.00 - - -
0,NAccessPolicy=SINGLEJOB - -

vJStep#1: Write your search

[search sourcetype=moab Jjob=700977 | makemv delim="," nodes | mvexpand nodes | dedup nodes | eval
query = " time>=" . start . " time<= " . end . " " . nodes | fields + query | format
maxresults=1000]

Which involves a subsearch in this case:
query + search =

( ( _time>=1279303302 _time<= 1279305128 rs56 ) OR ( _time>=1279303302 _time<= 1279305128 rs57 ) OR ( _time>=1279303302 _time<= 1279305128 rs58 ) OR ( _tim
((time>start time<end nodel) OR (time>start time<end node2)..) for all nodes={rs56,..rsl1ll}

. Con'F 20] O Splunk Worldwide Users’ Conference . © Copyright Splunk 2010




Writing a Macro

12:32:14 1279305134:3507555 job 700977 JOBCANCEL 16 128 Jrstear jrstear 1800 Removed [nw:1] 1279303299
1279303302 - - - >= oM >= oM - 1279303299 128 @ =s= =
FY103933 = = 0 0.00 slurm 1 oM 0M OM 1279303299 2140000000

rs56,rs56,rs56,rs56,rs56,rs56,rs56,rs56,rs57,rs57,rs57,rs57,rs57,rs57,rs57,rs57,rs58,rs58,rs58,rs58,rs58, rs58,rs58,rs58, rs
59,rs59,rs59,rs59,rs59,rs59,rs59,rs59,rs60,rs60,rs60,rs60,rs60,rs60,rs60,rs60,rs51,rs51,rs51,rs51,rs51,rs51,rs51,rs51,rs52
,rs52,rs52,rs52,rs52,rs52,rs52,rs52,rs53,rs53,rs53,rs53,rs53,rs53,rs53,rs53,rs54,rs54,rs54,rs54,rs54,rs54,rs54,rs54,rs103,
rsl103,rs103,rs103,rs103,rs103,rs103,rs103,rs105,rs105,rs105,rs105,rs105,rs105,rs105,rs105,rs106,rs106,rs106,rs106,rs106,rs
106,rs106,rs106,rs107,rs107,rs107,rs107,rs107,rs107,rs107,rs107,rs109,rs109,rs109,rs109,rs109,rs109,rs109,rs109,rs110,rsll
0,rs110,rs110,rs110,rs110,rs110,rs110,rs111,rs111,rs111,rs111,rs111,rs111,rs111,rs111 slurm - - [DEFAULT] - - 0.00 - - -
0,NAccessPolicy=SINGLEJOB - -

vJStep#2: Makeitamacro (macros.conf) ]

[Job (1) ]

args = jobid

definition = [search sourcetype=moab job=$jobid$| makemv delim="," nodes |
mvexpand nodes | dedup nodes | eval query = " time>=" . start . " time<= " .
end . " " . nodes | fields + query | format maxresults=1000]
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*job(655267)" Custom time v “
[ -

[t ]: Your ge was substituted based on your search string O
( 555 matching events &) save search | 4l Build report s‘»\
v Timeline: P zoomin @ zoomout selectall Scale: E linear = log 1 bar = 1 hour .
80 80
40 40
6:00 AM 12:00 PM 6:00 PM 12:00 AM 6:00 AM 12:00 PM
Tue Jul13 Wed Jul 14
e & O
= — —
48 fields | Pick fields [ 555 events from 6:00:00 AM July 13 to 2:00:00 PM July 14, 2010 \ )
Selected fields (6) E B prev n 2 3 4 5 6 7 8 9 10 next» | Optons. Results perpage = 50 |
end (n) (2)
host (2) 7/14/10 12:58:12 1279133892:3432917 job 666631 JOBSTART 32 32 ‘]I'Ste@I’ JIS‘.'&I’ 345600 Idle [cee:1] 1279030170 12791338S
nodes (2) 12:58:12.000 PM >= oM - 1279030170 [} @ -:- [FSVIOLATION] FY103579 - - 828 .00 ALL 1 oM oM
rs1177,rs1176,rs1131,rs1130,rs1193,rs1192,rs1191,rs1190,rs1187,rs1186,rs1203,rs1202,rs1201,rs1200, rs190,rs189, rs188,rs743,rs742,rs741,rs749,
source (3) slurm - - [DEFAULT) - - ©.0@ - - - @,NAccessPolicy=SINGLEJOB - -
sourcetype (3) ost=admin1 ~ | sourcety pe=moab ~ | source=/fadmin/splunk/moab/stats/events.Wed_Jul_14_2010 ~ | start=1279133892 + | end=1279133892 ~
Jes=rs1177,rs1176,rs1131,rs1130,rs1193,rs1192,rs1191,rs1190,rs1187,rs1186,rs1203,rs1202,rs1201,rs1200,rs190,rs189,rs188,rs743,rs742,rs741,rs740,rs739,rs738,rs737,rs736,rs753 1
start (n) (2)
7114110 12:58:12 1279133892:3432916 job 655267 JOBEND 16 128 Jjostear  jrstear 259208 completed [cee:1] 1278936884 12789368¢
Other interesting fields (9) 12:58:12.000 PM rs749,rs749,rs749,rs749,rs749,rs749,rs749,rs749,rs750, rs758, rs750, rs750, rs750, rs750, rs758, rs758, rs751, rs751, rs751, rs751, rs751, rs751, rs751,rs
index (1) slurm - - [DEFAULT] - - ©.90 - - - @,NAccessPolicy=SINGLEJOB - -
job (1) (2) ost=admin1 v | sourcetype=moab ~ | source=/admin/splunk/moab/stats/events.Wed_Jul_14_2010 ~ | start=1278936808 ~ | end=1279133888 ~ | nodes=rs749,rs749,rs749,rs7:
job (n;
linecount (n) (1) 7/114/10 JobId=655267 UserId=jsrath(11722) Name=CBL_2001 JobState=COMPLETED Partition=cee TimelLimit=4320 StartTime=2010-087-12T086:13:28
process (1) 12:58:08.000 PM EndTime=20108-87-14T12:58:08 NodelList=rs[188-190,736-743,749-753] NodeCnt=16
st=admin1 ~ | cetype=joblog ~ | source=/admin/splunk/slumijoblog ~
punct (14)
.
aplunk_server (1) 714110 Jul 14 12:51:56 rs741 - MCE: SOCKETID @ v ISte 1. Run It
- 12:51:56.000 PM host=rs741 ~ | sourcetype=syslog v | source=/varflog/messages ~ O
timeendpos (n) (3)
timestartpos (n) (3) 7/14/10 Jul 14 12:51:56 rs741 - MCE: STATUS 8c0000420001209f MCGSTATUS @
12:51:56.000 PM t=rs741 ~ | s etype=syslog ~ | ce=/varflog/messages v Se N
user 2) job(655267)
All 48 Fields 7/14/10 Jul 14 12:51:56 rs741 - MCE: Memory ECC syndrome: 20a2d08e
12:51:56.000 PM host=rs741 ~ | sourcetype=syslog ~v | source=/varflog/messages v
.
L]
7/14/10 Jul 14 12:51:56 rs741 - MCE: Memory channel ID of error: @ iJStep#z. Love It!
12:51:56.000 PM st=rs741 ~ | sourcetype=syslog v | source=/varflog/messages ~
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splunk> Manager » Fields » Workflow actions » job

- Adding d Je

“job($jobS)’ 1

Enter the label that appears for this action. Optionally, incorporate a field’s value by enclosing the field name in dollar signs, e.g. °

‘Search for ticket number : $ticketnum§’.

Apply only to the following fields (optional) O r O W ( : O I l
2

Specify a comma-separated list of fields that must be present in an event for the workflow action to apply to it. When fields are
specified, the workflow action only appears in the field menus for those fields; otherwise it appears in all field menus.

2@

Apply only to the following event types (optional) 7118110 Jul 18 ©8:26:48 rs957 Out of memory: Killed process 1933 (alegra_3D_opt_r).
8:26:48.000 AM host=rs957 ~ | sourcetype=syslog v | source=/varflog/messages ~v | user=bart v | job=677690 —_— _—
Specify a comma-separated list of event types that an event must be associated with for the workflow action to apy 7/18/10 Jul 18 ©8:24:28 rs386 Out of memory: Killed process 20832 (alegra_3D_opt_r).
3 :24: host= v | sou e source= v | user= v | job=677 -
Show action in 8:24:28.000 AM rs386 Ivarflog/messages bart | job=677690
Both L] 7/18/10 Jul 18 ©8:24:28 rs953 Out of memory: Killed process 13593 (alegra_3D_opt_r).
8:24:28.000 AM host=rs953 ~ | sourcetype=syslog ~ | source=/varlog/messages ~
Action type
search ;] 7/18/10 Jul 18 ©8:24:21 rs955 Out of memory: Killed process 7076 (alegra_3D_opt_r).
8:24:21.000 AM host=rs955 ~ | sourcetyp source=/varflog/messages v | user=fred v | job=678062 ~
] i Tag job=67
Search configuration 7/18/10 Jul 18 ©8:24:20 rs955 Out of memory: Killed process 7075 (alegra_3D_opt_r). aglobRar6002
Search string 8:24:20.000 AM host=rs955 ~ | sourcetype=syslog ~ ource=/varflog/messages ~ | user=fred ~ | job=678062 @ Report on field
53 g 3 “job(678062)
Job(8job$) 3 7/18/10 Jul 18 ©8:24:20 rs954 Out of memory: Killed process 13212 (alegra_3D_opt_r). Job( )
Enter the search for this action. Optionally, specify fields as $fieldname$, e.g. sourcetype=rails controller=$controll 8:24:20.000 AM host=rs954 ~ | sourcetype=syslog v | source=/varflog/messages v | user=fred v | job=678062 ~ 4
Run in app 7/18/10 Jul 18 ©8:24:19 rs1531 Out of memory: Killed process 5799 (alegra_3D_opt_r).
L] 8:24:19.000 AM host=rs1531 ~ | sourcetype=syslog v | source=/varflog/messages v | user=fred v | job=678062 ~
Choose an app for the search to run in. Defaults to the current app. THEHD Jul 18 @8:23:35 rs818 - MCE: CPU 3 BANK 8 TSC 8fd6793b6f14
Open in view (optional) 8:23:35.000 AM host=rs818 ~ | sourcetype=syslog v | source=/varflog/messages ~ | user=wilma ~ | job=535537 ~
7/18/10 Jul 18 ©8:23:35 rs818 - MCE: CPU 2 BANK 8 TSC 8ffd6793b6e80
Enter the name of a view for the search to open in. Defaults to the current view. 8:23:35.000 AM host=rs818 ~ | sourcetype=syslog ~ | source=/varflog/messages ~ | user=wilma ~ | job=535537 ~
Run search in 7118110 Jul 18 @8:23:35 rs818 - MCE: CPU 1 BANK 8 TSC 8ffd6793b6d14
New window L] 8:23:35.000 AM host=rs818 ~ | sourcetype=syslog v | source=/varflog/messages v | user=wilma ~ | job=535537 ~
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Summary Search Status

Alerts in Jobs | Actions v

Number of jobs per type/user

Loading..

vurel o)
oom/user38
oomiuserd4
oom/userd1
comiusert27
ocomiusert16
lustre/userdd
lustre/userg2
lustre/userd1
lustre/user59
lustre/user58

View results

Number of alerts per type, user, job

Loading.

eventtype &
lustre
oom
lustre
oom
oom
lustre
oom
lustre
oom
test1
lustre
oom
test1
lustre

lustre
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6.09%
wsuerusens
lustre/user1 03
lustre/user 16
lustre/useri24
lustre/useri2?
lustre/usertd
lustre/user26
lustre/user30
lustre/userd4
lustre/userd8
lustre/userd?

ietmhieana

user *

user127
user127
user127
user127
user35

useri16
useri16
user127
user127
user127
user126
useri26
user126
user35

user120

Conference™

Number of nodes per type/user

Loading

View results

job 3

806190
806190
806189
806189
806187
806184
806184
806182
806182
806182
806178
806178
806178
806177
806175

other (60)
lustre/userd3
lustre/userd2
lustre/user87
lustre/user82

lustre/user8
lustre/user68
lustre/user60
lustre/user59
lustre/user58
lustre/userd9

count ¢

134
2

132

Help

Putting it all together: Job Dashboard

About
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Total
Processas

ibwarn: [17841] mad_rpc: _do_madrpc failed; dport (DR path
slid 0; dlid 0; 0,1,4,4,1,28,10,20)

4
|

MP[ Processes

We assumed that the problem is at the destination.
What if it is instead somewhere along the path?

Infer the root cause among shared components, 158
given multiple indirect symptoms. TE
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Laboratories

R Con'F 201 O Splunk Worldwide Users’ Conference™ © Copyright Splunk 2010




Enriching your data with Lookups and more

Sandia National Labs is Splunking logs from a 2300-node supercomputer (about
5000 logging components). They make extensive use of lookups (up to
several chained lookups) to associate log messages of interest with user jobs
and specific nodes (mostly via tables and charts). They also use macros and
subsearches to isolate time windows around faults. Several features in Splunk
reduce manual effort from hours to seconds. Jon Stearley did it, and you can
too! Join this customer use case to learn easy ways to power up your Splunk
instance and save loads of time.
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Machine-generated IT Data Contains A
Categorical Record of Activity and Behavior

5 h @

Logfiles Configs Messages  Traps Metrics Scripts Changes  Tickets

/ Alerts \
Windows

*Registry * Configurations * Hypervisor *Web logs * Configurations * Configurations
*Event logs * syslog * Guest OS *Logd), JMS, IMX * Audit/query logs * syslog

*File system * File system * Guest Apps *.NET events * Tables * SNMP
esysinternals * ps, iostat, top * Code and scripts * Schemas * netflow
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